This infographic maps the key stakeholder, areas of focus and threat vectors
that impact cybersecurity policy in India. Broadly, policy-makers should

concentrate on establishing a framework where individuals feel secure and Private Sector

trust the growing digital ecosystem. MeitY
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ABBREVIATIONS

MeitY - Ministry of Electronics and Information Technology

PMO - Prime Minister’s Office

NSA - National Security Advisor

CERT-In - Indian Computer Emergency Response Team

NIC-CERT - National Informatics Centre-Computer Emergency Response Team
NCSC - National Cyber Security Coordinator

NTRO - National Technical Research Organisation

NCIIPC - National Critical Information Infrastructure Protection Centre

IT Act - Information Technology Act
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*Critical Information Infrastructure (Cll) defined in Sec 70 A of IT Act as “ those computer resource, the incapacitation or destruction
of which, shall have debilitating impact on national security, economy, public health or safety”. Sectors identified include Power &
Energy, Banking, Financial Services & Insurance, Telecom, Transport, Government, Strategic & Public Enterprise.

Data Prd_tection Bill
Tech Laws :
IT Act

Constitutional Law

International Law

Norms

Best Practices
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Regular software updates and
installation of patches

Proactive, not reactive approach

Training staff

Strong Passwords, 2-Factor Authentication
Encryption
Scanning devices for malware

Avoid suspicious links and applications
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