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Executive Summary
The institution of open standards has been described as a formidable regulatory regime
governing the Internet while facilitating its growth as a network of networks. As the Internet
has moved to facilitate commerce and communication, governments and corporations find
greater incentives to participate and influence the decisions of independent standards
development organisations.
While most such bodies have attempted to systematise fair and transparent processes, this
brief highlights how they may still be susceptible to compromise. Documented instances of
large private companies like Microsoft, and governmental instrumentalities like the US
National Security Agency (NSA) exerting disproportionate influence over certain technical
standards further the case for increased participation from all stakeholders. The debate
around Transport Layer Security (TLS) 1.3 at the Internet Engineering Task Force (IETF) forms
an important case with far-reaching policy and security implications for studying how a
standards body responded to political developments, and how the Government of India,
could have participated more effectively in the ensuing discussions. Lasting four years, the
debate ended in favour of greater communication privacy, perhaps in conflict with the
MeitY’s stand on the debate. Using the case of TLS 1.3 and documenting fears expressed by
Indian government departments of foreign intelligence agencies eavesdropping on Indian
networks, we seek to highlight the need for increased multi-stakeholder participation from
India at standards development organisations in light of potential implications for national
policy and security technical standards might have.
As a nation digitising rapidly and facing a host of associated concerns in cybersecurity and
Internet governance, there is an increasing need for the Government of India to meaningfully
participate at standards development organisations so as to be able to represent the
interests of the Indian populace, and become a voice for the global South at venues where
the global North governments and businesses have traditionally enjoyed dominance.
Outlining some of the existing measures the Indian government has put in place to build
capacity for and participate in standard setting, this brief highlights that while these are
useful starting points, they need to be harmonised and strengthened to be more fruitful.
Keeping in mind the centrality of the Internet’s open architecture to its functioning as an
effective network, we further recommend that there be a focussed push from the government
towards funding research in this space in order to ensure quality participation towards the
development of open standards governing the Internet.

Background: Significance of Standards
Development Organisations (SDOs)
The Internet’s emergence and development has concomitantly been accompanied by
debates around its regulatory status. After an initial enthusiasm for cyberspace
independence through self-governance1 (what has also been called “cyberanarchy”2), there
has been a growing consensus in legal academic literature that governmental policies and
regulation will be critical to determining the future of the Internet.3 While the idea that
cyberspace should be self-governing has generated a lot of scholarship4 and guided
regulation of electronic commerce5, the realm of cyberspace is not immune to influence
from state institutions and law. For instance, the possession and ownership of the Internet’s
physical infrastructure is governed by property rights, and Internet users are governed by the
law of territorial states.6
However, in the absence of conventional ‘command and control’ forms of government
regulation over cyberspace, a rich matrix of private ordering in the shape of regimes of
customary norms has pervaded. These norms take varied forms, ranging from website terms
of use, which have their basis in contract law, to code embedded in digital media7, all of
which dictate how online interactions are conducted. These norms, thus, have a similar effect
to what is usually intended by conventional state-enacted law.8 Within this matrix of private
organisation of cyberspace norms, a critical role has been played by standards development
organisations (SDOs) and their institution of open and interoperable standards.
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Independence of standards development
organisations
The institution of open standards has been a formidable regulatory regime that has governed
the Internet while facilitating its growth as network of networks.9 While most SDOs
developing open standards have systematised transparent processes for the development
and setting of standards, the ensuing discussion highlights how they may still be susceptible
to compromise.
Until 1995, before the Internet became a platform for exacting commerce, the job of private
SDOs was simpler. They could focus on debating the technical strengths of proposed
standards without having to weigh in the motives of the increasing diversity of stakeholders
with vested interests in the future of the Internet.10 The consequence, it has been suggested,
is that the proliferation of motivated actors may result in open, end to end standards
becoming the exception.11 This transformation of the Internet, from a public “commons”12 to a
marketplace, thus, poses challenges to both SDOs as well as governments, especially in cases
where a minority of interests may have disproportionate influence over open standards.
Take, for instance, the case of the adoption of Microsoft’s Office Open XML (OOXML) format as
a standard by the International Organization for Standardization (ISO). Microsoft successfully
got the OOXML file format fast-tracked through the ISO despite the open standard ODF (Open
Document Format) already having been granted ISO accreditation earlier. This brought about
widespread allegations against Microsoft of heavy-handed tactics adopted for influencing
national standard setting bodies: Microsoft’s attempts in several countries13, 14 at “interfering
with the governance process of sovereign countries”15 in order to compromise the SDO, were
reported. The Bureau of Indian Standards (BIS) was caught in the crossfire16 owing to the BIS’
LITD15 committee’s decision to vote against OOXML at the ISO.17 A majority of the BIS LITD15
committee’s concerns concerned free access to the the proprietary binary formats, Microsoft
patents on the format, and OOXML’s incompatibility with the ISO-approved ODF. However, the
9
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Indian government’s concerns were in the minority at the ISO vote, and Microsoft’s attempts
did culminate in the successful fast-tracking of OOXML as an ISO standard,18 a decision which
was questioned internally within the ISO as well.19
Certain government organisations too have been attuned to the significance of SDOs.
Intelligence agencies such as the NSA have been especially interested in encryption-related
developments within SDOs.20 For instance, the NSA-authored Dual Elliptic Curve Deterministic
Random Bit Generator (Dual EC DRBG) for elliptic curve cryptography, was approved by the
American National Standards Institute (ANSI), the National Institute of Standards and
Technology (NIST) and the ISO despite widespread criticism.21, 22, 23 These criticisms were given
a new lease of life with the Snowden documents hinting at the inclusion of a backdoor by the
NSA in the Dual EC DRBG as a part of its Bullrun program.24 The United Kingdom’s Government
Communications Headquarters (GCHQ) and the United States’ NSA have reportedly
collaborated in the past to further common interests at the IETF25, the open standards body
that has long played a crucial role in developing the Internet communication protocol suite.26
Ian Brown (a former consultant for the United States government at IETF), while contributing
to a debate at the Internet Governance Forum 2017, acknowledged the utilisation of informal
mechanisms by governments to sway voting processes at the IETF.27 One mechanism that was
previously highlighted in the debate was funding favourable participation in the form of
mathematicians and academicians, in order to contribute to the “humming”, one of the
methods by which rough consensus is determined at the IETF.28
The ensuing discussion attempts to acknowledge the increasing role of SDOs and
contextualise it within the observed absence of focussed participation of Indian government
instrumentalities at these fora. In doing so, the specific instance of the contemporary debate
around TLS 1.3 at the IETF is taken. Other SDOs such as the World Wide Web Consortium
(W3C), 3rd Generation Partnership Project (3GPP), International Telecommunication Union
(ITU), etc., and internet governance fora like the Internet Governance Forum (IGF) and the
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Internet Corporation for Assigned Names and Numbers (ICANN) are left for a later in-depth
treatment. The specific instance of TLS 1.3 is taken keeping in mind the potential implications
it may portend for the Indian government as evidenced by its own documentation — a
roundtable concept note pertaining to TLS 1.3 — that will be discussed hereafter.

Case Study: TLS 1.3
Context
The revelations made by journalists on the basis of National Security Agency’s documents
obtained by Edward Snowden were, in the words of then Chair of the Internet Engineering
Task Force (IETF), “a wake-up call” for the IETF.29 One of the first responses from the IETF
community to these revelations was a document, “Pervasive Monitoring Is an Attack”,30
acknowledging the constant widespread surveillance possible through the collection and
analysis of the various artefacts produced in online communication.31 The document
articulated the IETF’s newfound commitment to the preservation of privacy for internet users
by mitigating pervasive monitoring. In a call for action, it stated, “[i]t is therefore timely to
revisit the security and privacy properties of our standards.”32
These initial discussions were followed by a slew of proposals in the IETF aimed at hardening
the security and privacy aspects of internet standards and protocols, including but not
limited to, the obsoletion of RC4 (an encryption standard that was used in TLS, but found to
be vulnerable),33 an articulation of “opportunistic security” (wherein some security is formally
preferred if end-to-end security is not possible)34, and even experiments to add security to
network layer packets35.

Proposal for TLS 1.3
One such proposal was updating TLS 1.2, the widely-used protocol that powers most online
encryption, with security and performance upgrades.36 Some proposed changes included
disallowing outdated and vulnerable cryptography, reducing the number of round-trips
required to establish TLS-encrypted communication, and entirely removing the round-trip
required to resume communication encrypted with TLS.37, 38
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While most of these proposals achieved consensus early in the design process,39, 40 there
were proposed changes that were more contentious. A security proposal, for example, was to
encrypt parts of the ‘handshake’ (the initial exchange of cryptographical data to establish an
encrypted connection). In TLS 1.2, the entire handshake was in cleartext, which led to the
identity of the server (with its certificate and signature) being leaked to eavesdroppers. Many
network middleboxes also used this information for network management. TLS 1.3, however,
encrypts most of the handshake and thus, provides greater security and privacy.
Additionally, TLS 1.2 used a static key exchange mechanism which led to non-perfect forward
secrecy, i.e. if a party recorded all traffic between a client and a server using TLS 1.2, the
communication could be decrypted later if the said party obtained the server's private key.41
To strengthen communication security provided through TLS 1.3, a proposal advocated for
perfect forward security through the adoption of ephemeral Diffie-Hellman as the primary
cryptographic key exchange mechanism. For its increased security, this proposal was backed
by several organisations, including the Mozilla Foundation42 and Cisco43. However, a
consortium of financial institutions opposed this proposed change, arguing that domestic
regulation required them to monitor and audit actions of employees:44 the lack of perfect
forward secrecy was used by some corporations to decrypt in-house traffic to monitor
employees’ communication.45 It was also leveraged by surveillance agencies, like the NSA, to
decrypt user traffic if they managed to secure the server’s private key.46, 47
Considering the large impact of these security changes on often oppositional interests of
Internet users, governments and private companies, the discussions around the shape TLS 1.3
would take lasted months.

Conclusion of the debate
After more than four years in development, TLS 1.3 was published as a standard on August 10,
2018.48, 49 The consensus, since March 2018, had been in favour of a “hardened” TLS with
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perfect forward secrecy.50 Additionally, since TLS 1.3 encrypts significant portions of the
handshake, it impedes the ability of middleboxes in the network from tracking
communication metadata. These developments make the decryption of intercepted traffic
much more difficult for eavesdroppers, including intelligence agencies. The chairs of the TLS
working group described the new standard as a “major revision designed for the modern
Internet” with “major improvements in the areas of security, performance, and privacy”.51

Roundtable by the Ministry of Electronics and
Information Technology
In lieu of preparing an approach paper representing India’s views on the TLS 1.3 debate, the
Ministry of Electronics and Information Technology (MeitY) sought to organise a roundtable
on August 23, 2017 to collate various stakeholder views. The concept note for a proposed
roundtable discussing the TLS 1.3 debate52 is a useful starting point for understanding the
view that Meity sought to further at the IETF. Titled “TLS 1.3 Implementation (Effects on
Encryption and Decryption) - Impact on Indian Enterprises”, the concept note hinted that
MeitY’s position on the TLS 1.3 would be similar to that of the financial institutions at the
IETF.
The concept note goes on to highlight that the implementation of hardened TLS 1.3 at the
IETF would result in severe impacts on how financial institutions operate in terms of
surveillance and monitoring of employees, fraud monitoring as well as network diagnostics.
MeitY’s gravest concern that the concept note highlights is the impediment that the
implementation of TLS 1.3 would pose towards meeting regulatory and legal encryption
compliances on part of financial institutions. The concept note also points out the need for
the roundtable to solve for these issues “until the critical concerns surrounding enterprise
security, supervision, and network troubleshooting are addressed as effectively as internet
MITM and surveillance threats have been.” The MeitY, in its objectives for the roundtable,
also sought to increase participation of Indian representation from diverse sectors in the TLS
1.3 working group at the IETF. However, the roundtable was subsequently cancelled and to
the best of our knowledge, no other public-facing discussion on TLS 1.3 was undertaken by
MeitY.

National policy and security implications
While the aforementioned concept note hinted at MeitY’s position being similar to that of
financial institutions at the IETF, possibly owing to the barriers hardened TLS poses for
‘authorised interception’ of communication53, other ministerial departments might have had
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different concerns and even opposing views on the security proposals for TLS 1.3 considering
its domestic policy and national security implications.
For instance, governmental departments have separately expressed security concerns with
Chinese telecom and networking equipment covertly providing information to Chinese
intelligence agencies. In April 2010, the Ministry of Home Affairs issued regulations requiring
Indian telecom companies to get security clearance for their equipment54; in May 2013, the
National Security Council, citing Intelligence Bureau reports, claimed that Chinese equipment
manufacturers Huawei and ZTE targeted network switches and routers in India as part of a
Chinese Army project;55 and in September 2018, the Department of Telecommunications
excluded Chinese companies from the first 5G trials purportedly over national security
concerns.56 This is not exclusive to India; similar concerns around various network equipment
companies aiding intelligence agencies in other jurisdictions have been raised.57 Considering
that TLS 1.3 decreases the amount of information available to middleboxes and networking
equipment, the IETF’s approval of the “hardened” TLS 1.3 may be considered favourable since
it assuages these national security concerns.
On the other hand, perfect forward secrecy implies that TLS 1.3 makes “it much harder for
eavesdroppers [including intelligence agencies] to decrypt intercepted traffic”58, which may
have implications for domestic surveillance carried out by Indian law enforcement. Section
69 of the Information Technology Act, 2000, read with Rule 17 of the Information Technology
(Procedure and Safeguards for Interception, Monitoring and Decryption of Information)
Rules, 2009, for instance, empowers Government agencies to mandate the disclosure of
decryption keys being utilised by service providers. Further, the obsoletion of certain
encryption algorithms and key exchange mechanisms in TLS 1.3 also portends to have
implications for the preparation of a national-level encryption policy, if the Government
envisions a policy similar to the previously retracted draft.59
There are implications of the development in domestic regulation of industries as well. For
example, the aforementioned concept note identified that the obsoletion of static RSA key
exchange mechanisms may pose challenges for Internet Service Providers to comply with the
License Agreement that they enter into with the Department of Telecommunications, which
only permits use of 40-bit RSA encryption or equivalent while also prohibiting bulk
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encryption60. Yet another example can be found in the financial sector: banks may find it
hard to implement the mandatory logging of activity required by the cybersecurity
regulations issued by the Reserve Bank of India, a concern similar to what the consortium of
financial institutions highlighted at the IETF.61 Financial institutions regulated by the RBI may
similarly find it impossible to meet the requirements mandating the local (in India) storage
of “end-to-end transaction details / information collected / carried / processed as part of
the message / payment instruction” as provided under the RBI's notification mandating
storage of payment system data in India.62
Clearly, the debates around TLS 1.3 involved serious interests of citizens’ privacy, Indian
businesses, and intelligence agencies, and one that the government had taken cognizance of.
The impact of international standard setting on domestic strategy formulation along with a
concomitant need for harmonisation of domestic policies with internationally instituted
standards is amply evident.
Notwithstanding the potentially favourable outcome at the IETF, we observed low
participation from the concerned government departments at the relevant IETF meetings63
wherein several key issues relating to TLS 1.3 were discussed and voted upon. This is
surprising given the MeitY’s broader capacity-building efforts such as the offer of
scholarships and fellowships in lieu of encouraging Indian participation in working groups at
the IETF.64

An overview of measures adopted by
Indian government bodies
The MeitY has an Internet Governance division whose role has been described as
representing India’s
“[p]ublic [p]olicy concerns on global platform[s]”, including
“[e]ncouraging greater participation in [the] Internet Engineering Task Force (IETF) Working
groups”65 among other internet governance fora. We laud the Government’s efforts in setting
up such a division, and two further accompanying offices: the MeitY chair on Internet Policy66
and the web portal on India Internet Governance.67
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Notably, the MeitY seeks to evolve a multi-stakeholder approach towards participation in
matters of Internet Governance. However, it does not go into detail of how the approach may
differ for various internet governance fora. The roundtable we discuss earlier was one of the
few steps that the MeitY has taken to effectively evolve such an approach for participation at
the IETF, but the roundtable was called off for reasons unknown to us. The only other event
pertaining to developments at the IETF has been a technical talk, ‘Internet standards and
securing IoT devices’, organised in August 2017.68
The Internet Governance division of the MeitY also sponsors the activities of the India
Internet Research & Engineering Forum (IIREF), which are carried out by the Center for
Development of Advanced Computing (C-DAC).69 IIREF has organised events related to
developments at the IETF70, published IETF meeting reports71, and also aims to financially
supports IETF participants with a fellowship72. The latter effort, however, seems to have been
discontinued.73
The Indian Government also engages with other internet governance fora and standards
bodies. The Government has been active in sending comments to the ICANN,74 which regularly
has open consultations. The Bureau of Indian Standards (BIS) was set up through
Parliamentary legislation for the “harmonious development of standardisation activity in
India”,75 and participates as the national standards body in relevant work at the ISO and the
International Electrotechnical Commission (IEC).

Recommendations
The primary recommendation here is to focus resources towards high-quality Indian
participation at every SDO. The approach could be two-fold.
A long-term outlook would entail consistent public funding that promotes research and
development programs in various public and private stakeholders in this space. The funding
should also be constantly evaluated based on metrics typically associated with scientific
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rigour, such as acceptance of research in peer-reviewed journals.76 The scholarships and
fellowships set up by the MeitY is a step in the right direction which needs more publicity to
be effective.
Currently, active participation from the Indian government is only being seen at the ITU-T
and ICANN. Keeping in mind the influence of SDOs in cyberspace, we recommend that the
Indian Government send a 5-member contingent to various technical SDOs, including the
IETF, W3C, 3GPP (4G and 5G). Moreover, such participation should not be restricted to just the
government, but the government can actively open up these activities to organisations
working in the area to represent a diversity of views from across stakeholder groups. The
roundtable discussing TLS 1.3 that the MeitY sought to conduct could have been an important
starting point for assimilating these diverse views for representation at the IETF; it sought to
solicit views from at least four groups of stakeholders: the technical community, academia,
civil society, banking and financial community, and law enforcement agencies. The MeitY
could have additionally invited representatives from telecom companies, network operators
and the national intelligence agencies.
Even though the stated approach of the MeitY is to develop a multi-stakeholder approach,
there is a pronounced need to develop different strategies for internet governance fora and
standards body depending on their participation model. For example, even though the
Government of India can regularly engage with ICANN processes due to its open
consultations, high engagement with ongoing work at the IETF can only be sustained with
individuals dedicated to following the work of specific working groups. This strategy has been
adopted by the NSA, for example, which has had an employee even taking up administrative
and leadership positions in influential working groups at the IETF.77
Additionally, existing standards and internet governance work (highlighted in the previous
section) across bodies like the MeitY, the National Internet Exchange of India (NIXI), and the
BIS can be harmonised and coordinated for more effective contributions to developments in
the various fora. For instance, we found no evidence that BIS is collaborating with the MeitY
on engagement with open standards in the IETF. The Government can also explore
collaborations with non-governmental organisations that aim to increase Indian
participation at the IETF, such as Internet Society,78 India Internet Engineering Society
(IIESoc),79 and the Centre for Internet and Society.
Moreover, participation at SDOs presents a geo-political opportunity for India in so far as
representing the specific concerns of the global South go. The lack of such representation is
increasingly being highlighted within the development discourse, for instance. The discourse
specifically highlights the advantage that the global North has historically enjoyed in the
institution of technical standards and the increasing consensus around the importance of
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institution of standards within the technologically mediated development paradigm.80 These
recommendations also flow from the growing acknowledgement of the role governments
could play in preserving the “commons”, end-to-end architecture of the Internet. With open
code regarded as the key to preserving liberty in the digital space81, increased participation
at SDOs would ensure that the interests of Indian citizens, a people increasingly coming
online82, are adequately represented.
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